GPSC Awareness Training 2023



e

Content

Topic

1. Training and Campaign : Phishing

2. Training and Campaign : IT Policy

3. Training and Campaign : Cyber Policy

4. Training and Campaign : Cyber Awareness

5. Training and Campaign : ACT Spirit Program

Awareness Training: Ransomware Attack

Awareness Training: Cybersecurity and Cyber Threat

Awareness Training: Al-Based Predictive Social Engineering

Page
4-8
10-13
15-18
20-24
26-28
26

27



1. Training and Campaign : Phishing

Campaign and Training Details:

Objective: To build the awareness regarding “Phishing” in any methods for GPSC employees.
Target: GPSC employees in any level

Methodology:

- Public relations about “Phishing” from GPSC executive team via email, Sharepoint and LI
- Online training course in iSpark (100% passed score for examination)
- Lucky draw for attendees who finish the online training



Campaign PR : Phishing
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Online training : Phishing (100% passed score)
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Online training : Phishing (100% passed score)
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Online training : Phishing (100% passed score)
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Online training : Phishing (100% passed score)
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2. Training and Campaign : I'T Policy

Campaign and Training Details:

Objective: To educate and remind user regarding GPSC mandatory IT policy for GPSC employee
Target: GPSC employees in any level

Methodology:

- Public relations about GPSC IT Policy ” from GPSC executive team via email, Sharepoint a
- Online training course in iSpark (100% passed score for examination)
- Lucky draw for attendees who finish the online training



Campaign PR : IT Policy
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Online training : IT Policy (100% passed score)
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Online training : IT Policy (100% passed score)
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Online training : IT Policy (100% passed score)
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3. Training and Campaign : Cyber Policy

Campaign and Training Details:

Objective: To educate and remind user regarding GPSC Cybersecurity policy for GPSC employee
Target: GPSC employees in any level

Methodology:

- Public relations about “GPSC Cybersecurity Policy” from GPSC executive team via email
- Online training course in iSpark

- Lucky draw for attendees who finish the online training



Campaign PR : Cyber Policy

‘ ‘ Joyavevusvniadrwaidnyua:dosulunswadaududa
FousvniRnowadiny Ts:uvloviuna:ihs:3o0uoerod
oehvlsaawmshydlowostopuu yoloudidoyanalag3sms dwa
wu Call center, Phishing Mail na:awwawaia 1 Asv Aawnsormis
thandundomela Sovalnwanisnau drunudguéicnu
ulawnendswiuavdasarielvwosochoinsvasa , ,

luifonssu “IADUUKVMISAOS:KUNS

orwawuuavdasanomvloiuos”

nadauAWSHa:wUNNU:aWA MWIuAvUasaniemulsiuasiuasenu !

e ; & GPSC
suiautnun 3

” l’!
{Cyber Policy) I (hrue
aunaantay ! 100%

Ccucx! A 0

ATUNAWOY QawsASE

Usss U mitnnusSKIsmMsiou

namssuiionssu
l@unudusivia daﬁ 1 (Usthdawm Suf 24-29 oguau 2565)
ausuuastbuaaiuuhtu PTT PRIVILEGE yam 500 uin dusu 10 s1od3a/dauani
(Doasuseoritnsoutaunu doud Sufi 24-29 Onuisu 2565 pal 24.00 u)
w@uinuBusivda dofl 2 1duasu 4 1Ny metuddulnuisu 2565 - =
jususiodadas OR Gift Card yaA1 300 vin Sudu 100 swda E'
lawdudusivia (uaavousivdadmsugneviulasusivia oindan 1)

Us:mAswdatuduidau nsnmAu 2565

aounudoyaiduldun : Aruwodinw Usvui> PONGTHEP M@GPSCGROUP.COM #id Arususuns 15008u: RATCHARINU@GPSCGROUP.COM




Online training : Cyber Policy (100% passed score)
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Online training : Cyber Policy (100% passed score)

JaINAINOU U1 Wadludavdningnmoy

A » Jdesntirvonnuionld TAUEANIL WS:S180NYNJASHOENISNS:AITAIREIAUADUWIINDS W.A.2560
B » vVeyadouunnasolna

msovdauBoydd IGonaw Link nasdwaRuuunnasinouagiu
C » Q89ajTS@me

D » Iwaoﬁoqaé‘uuﬁunﬁo WWIERIW ws:swUyrgRAUAsSoIVoyadouunna w.A.2562

E » annowuides9in Malware [oud
. urdiwavsenlaunsusnasunsiasiniia: Internet Uau
F » msidnulUsinsuazionavans

G » @aulsvrenisidnudiua dovannoUIdesnIng linduA§sAgUunSoIndushatiau

H » Po$$word A

Tu download o:Isiioq na:nsovidaltis:uutouiuluindo Wu Firewall, Antivirus TFiriunaonioan

I » Uovnu Phishing Mail

N\

J » Secure Web Site (HTTPS) rliunnaduliouldinSoundaifutioyadiAnyuuntiieals

K » Network Access Control (NAC)

IJusAaLAUREINADNISAINIAT ASIMUKANNIS
L » 2-Factor Authen (2FA)

WA\




Online training : Cyber Policy (100% passed score)
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4. Training and Campaign : Cyber Awareness

Campaign and Training Details:

Objective: To educate and build awareness regarding cybersecurity and cyber threat for GPSC e

Target: GPSC employees in any level

Methodology:

- Public relations about Cybersecurity and cyber threat from GPSC executive team via e
Online

- training course in iSpark

- Lucky draw for attendees who finish the online training



Campaign PR : Cyber Awareness

CYHB=RS=CURITYH
AWARR=N=S5S

‘ ‘ WIS Foaudiftuna:sopusun aoasivonmshbudmolowos
mislouamvlsluasisyuvuna:dsmsirnaaaaldal
wonisAasiinouas:kKung ua: wWewunawAauna
tWsSuudvmonkubeviuadnaua:lsivos tWSunsiu
anussuiiassulousvnnaufadvaiAtg , ,

suEUINUA 4
(Cyber Awareness)
aunnantag !

C‘ CLICK!

) Zuionssy “1ADUIKVMISAOS:KUNS
ooy AMIIUAVUADORTMUIBIUDS”

nadauAwsuaswunnuawaswuuaAvUasonemolsvasivasenu !

B Suaununi 4
< (Cyber Awareness)

% mos oy ]
Cyber Awareness aunAantay !

o @ Cc“ cxl

ndmsouiionssy

wWunuBusioda daf 1 (Usshduak Sufl 30 Tonou - 6 nsnmAu 2565)
dusuuaswudatduuiiu PTT PRIVILEGE yar 500 uin dhudu 10 swda/alani

(UDoasusiedornsauiduny doud Suf 30 Gaweu - 6 nsnmaAu 2565 a1 24.00 u)

w@unuBousioda dan 2 wWuasu 4 inu Metudouinuisu 2565
qususvdavas OR Gift Card yam 300 uin Swudu 100 sw3a
Tagdudusioda (vaavousivdadmwsurngoluldsusinda sndan 1)
UssmaswIatududou nsnqau 2565




Online training : Cyber Awareness (100% passed score)
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Online training : Cyber Awareness (100% passed score)
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Online training : Cyber Awareness (100% passed score)

nsnnounadnsmnuos'[ununnnna\l

EEsmARsaEs nIunan Cyber Awareness EnEECEeSE

Va ¥
USB Storage



Online training : Cyber Awareness (100% passed score)
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b. Training and Campaign : ACT Spirit Program

Campaign and Training Details:

Objective: To educate and build awareness on:
* Ransomware Attack
* Cybersecurity Al and Cyber Threat
* Al-Based Predictive Social Engineering
Target: GPSC employees in any level



wareness Training: Ransomware Attack
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wareness Training: Cybersecurity Al and Cyber
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Awareness Training: Al-Based Predictive Social
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