
1

GPSC 
Information Security Management 
Program 2024



Content

No. Content Page

1. Introduction 3

2. Information security-related business continuity 
plans 5-6

3. Information security vulnerability analysis 8-9

4. Internal audits of the IT infrastructure and/or 
information security management systems 11-15

5. Independent external audit of the IT 
infrastructure and/or information security 
management systems

17

6. Escalation process for employees to report 
incidents, vulnerabilities or suspicious activities 19-21

7. Information security awareness training 23-26



3

Introduction
In today’s fast-evolving digital landscape, the protection of information assets is essential to maintaining business 
continuity, operational efficiency, and stakeholder trust. Recognizing the increasing complexity of cyber threats and 
the critical importance of safeguarding data, the company has established a comprehensive Information Security 
Management Program to guide its approach to information protection, risk mitigation, and regulatory compliance. 
The Information security management program provides a structured framework for identifying, assessing, and 
managing information security risks across all business units and functions. It aligns with international standards and 
best practices, promoting a consistent and proactive security culture throughout the organization. The program 
emphasizes not only technical controls but also governance, policies, awareness, and the continuous improvement of 
systems and processes. Through this program, the company aims to ensure the confidentiality, integrity, and 
availability of its information assets while supporting secure business operations, protecting stakeholder interests, and 
enabling sustainable digital growth.
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Information security-related business 
continuity plans
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Information security-related business continuity plans
GPSC has the business continuity plan (BCP) as practical approach in recovery the main operation of GPSC. The plan 
has included the incident response related to business continuity plan (BCP) of GPSC that covers IT System/Network 
Failure and cyber attack, the structure of management team associated with the incident, role and relevant 
department, the process of implementation, and the recovery plan from the incidents.

Business continuity plan (BCP)Objective

• Define the framework for the organization’s business continuity management during a crisis 
situation. 

• Establish the structure of crisis management teams and related working groups, including clearly 
defined roles and responsibilities for each group. 

• Outline the procedures to be followed in response to a crisis event. Specify the actions to be taken 
when the Business Continuity Plan (BCP) is activated. 

• Provide definitions and terminology to ensure a shared and accurate understanding

Scope

This plan has been established for GPSC to serve as a guideline for action in the event that the BCP is 
triggered to activate. All personnel within the business unit are expected to adhere to the procedures 
outlined in this plan, as well as those detailed in the unit-specific BCP. Employees who have been 
assigned designated roles, whether in the Primary Response Team or the Backup Response Team, are 
responsible for performing the tasks associated with their roles, as specified in both this plan and the 
relevant unit’s continuity plan. The scenarios that are the key disaster for plan activation constitute 
production interruption, delivery interruption, office deny, and IT System/ Network failure.
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Information security-related business continuity plans
As part of GPSC’s Business Continuity Plan, the information security component includes scenario-based planning to 
address critical threats such as IT system or network failures and cyberattacks. These events are identified as key 
triggers for activating the continuity plan. In response, the plan outlines detailed, step-by-step procedures to guide 
the recovery process, ensuring that business operations can be restored efficiently and effectively in the event of a 
disruption. This approach enhances organizational resilience and preparedness against information security 
incidents.
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Information security vulnerability analysis
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Information security vulnerability analysis (1/2)

In 2024, GPSC carried out an external audit, 
including a comprehensive vulnerability 
assessment and penetration testing, to 
identify and address potential weaknesses 
in its digital systems. The evaluation was 
conducted by specialized cybersecurity firm 
(DA Digital Associates Co., Ltd.) to ensure 
the integrity, resilience, and security of 
GPSC’s IT infrastructure.

Assessor: DA Digital Associate Co., Ltd

Date: 06 Nov 24 to 18 Dec 24

Result:
The assessment resulted in two different 
level of status, including critical and high 
levels of vulnerability through testing.
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Information security vulnerability analysis (2/2)

GPSC carried out an external audit for 
vulnerability assessment to identify and 
address potential weaknesses in its digital 
systems. The evaluation was conducted by 
specialized cybersecurity firm (Tenable, Inc.) 
to ensure the integrity, resilience, and 
security of GPSC’s IT infrastructure.

Assessor: Tenable, Inc.

Date: 06 Nov 24 to 18 Dec 24

Result:
The assessment resulted in five different 
level of status, including critical, high, 
medium, low, and info levels of vulnerability 
through testing.
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Internal audits of the IT infrastructure 
and/or information security management 

systems
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In 2024, GPSC conducted comprehensive internal audits to evaluate and enhance the integrity, resilience, and 
security of its IT infrastructure and information security management systems. These audits aimed to ensure 
preparedness against potential disruptions and cyber threats across the organization. Key activities included a:

• Disaster Recovery (DR) and emergency drill for the SAP S/4 HANA system to test business continuity capabilities,

• Tabletop cyber drills focused on both operational technology (OT) and information technology (IT) systems to 
simulate and respond to cybersecurity incidents. 

• Additionally, GPSC tested its DR plan for Cloud Infrastructure as a Service (IaaS) to validate cloud recovery 
protocols, and 

• Carried out a phishing email simulation to assess employee awareness and response to social engineering threats. 

These proactive measures reflect GPSC’s commitment to maintaining a secure and resilient digital environment.
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Internal audits of the IT infrastructure and/or 
information security management systems (2/5)
In 2024, GPSC carried out its annual Disaster Recovery (DR) and 
Emergency Drill for the SAP system, aiming to ensure 
organizational readiness in the event of an unexpected incident. 
The drill was designed to test the effectiveness of incident 
management procedures, confirm the clarity of roles and 
responsibilities among employees, and assess their ability to 
respond promptly and accurately during disruptions. In addition 
to evaluating the SAP S/4 HANA system, the exercise also 
involved critical components of GPSC’s broader IT infrastructure, 
including servers, network configurations, storage systems, and 
backup environments, to ensure system interoperability and 
infrastructure resilience. The drill assessed the organization’s 
Recovery Point Objective (RPO) and Recovery Time Objective 
(RTO) in accordance with the defined Service Level Agreement 
(SLA). This proactive initiative not only strengthens GPSC’s 
operational resilience but also supports continuous improvement 
in business continuity and IT system recovery capabilities.

Date of internal audit: 21 Sep 2024
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Internal audits of the IT infrastructure and/or 
information security management systems (3/5)
GPSC conducted cyber drill tabletop activities for operation 
technology and information technology in 2024  to prepare the 
readiness for quick incident response to recover the business 
operation, establish the comprehensive understanding the 
process for incident management for employees, and ensure role 
and responsibility of all employees for cyber security.

The scope of test  involved a tabletop exercise combined with the 
activation of a command center to oversee the response. The 
simulation focused on handling a cybersecurity threat scenario, 
specifically a Zero-Day Malware Attack. Key participants in the 
drill included the Cyber Warfare Team (CWT), Information 
Security Management System (ISMS) team, Enterprise 
Technology Management (ETM), Plant Operation (C&I), and 
external service providers. The simulated attack was designed to 
impact critical systems such as the PI Server, PI Interface, and 
OPC, which in turn affected operations at CUP1, CUP4, GIPP, and 
Phase 5 plants. Notably, the production systems were not shut 
down, as the exercise was purely procedural. The entire drill was 
conducted online with the command center operating virtually via 
Microsoft Teams.

Date of internal audit: 21 Oct 2024 to 11 Dec 2024
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Internal audits of the IT infrastructure and/or 
information security management systems (4/5)
The test focused on evaluating the organization’s 
response to a critical incident affecting core IT 
infrastructure. It aimed to assess the effectiveness of 
emergency communication, decision-making, and 
coordination between internal teams and service 
providers. An internal audit tested the continuity of key 
systems and services, such as user authentication and 
file access, and involved declaring an emergency to 
ensure appropriate escalation and recovery actions were 
taken within the defined timeframe.

Date of internal audit: 22 Nov 2024
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Internal audits of the IT infrastructure and/or 
information security management systems (5/5)
Phishing email simulation is one of the key 
internal audit programs implemented by GPSC 
across the organization. Conducted annually, 
this program serves as a practical assessment 
of employees' ability to recognize and respond 
to phishing attempts, following their 
participation in cybersecurity awareness 
training. The simulation helps evaluate the 
effectiveness of the training program by 
measuring real-time responses to potential 
threats, identifying areas where additional 
support or education may be needed, and 
reinforcing a culture of vigilance. This proactive 
approach plays a crucial role in strengthening 
the organization’s overall cybersecurity posture 
and minimizing the risk of social engineering 
attacks.

Date of internal audit:
• 24 Jun 2024 to 28 Jun 2024
• 26 Aug 2024 to 30 Aug 2024
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Independent external audit of the IT 
infrastructure and/or information security 

management systems
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External audit of the IT infrastructure and/or 
information security management systems
In 2024, GPSC underwent an external audit of its IT infrastructure and information security management systems, conducted by BSI 
Group. As part of this process, GPSC upgraded its certification from ISO/IEC 27001:2013 to ISO/IEC 27001:2022. The transition 
reflects the organization's commitment to maintaining a robust and up-to-date information security framework. The updated 2022 
version of the standard introduces a more structured approach to risk management, enhanced alignment with modern cybersecurity 
practices, and greater emphasis on continual improvement and stakeholder expectations. This upgrade ensures that GPSC’s 
information security management system remains resilient, relevant, and aligned with evolving global security challenges and 
regulatory requirements. 

Assessor: BSI Group

Assessment date: 05 Oct 2024 to 08 Oct 2024
Certificate date: 15 Nov 2024 to 14 Nov 2027

Result:
The organization has demonstrated a strong commitment to enhancing 
the effectiveness of its management system. Evidence shows that the 
system has been properly implemented and operated to achieve its 
intended outcomes. The management team has actively ensured 
compliance with internal policies, customer expectations, legal 
obligations, and other relevant requirements, while also fostering a 
culture of continual improvement. Furthermore, the organization has 
successfully completed the transition from ISO/IEC 27001:2013 to 
ISO/IEC 27001:2022, reflecting its proactive approach to aligning with 
updated international standards.
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Escalation process for employees to report 
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activities
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Escalation process for employees to report incidents, 
vulnerabilities or suspicious activities (1/3)
GPSC, as a PTT flagship company, uses the process of service level agreement (SLA) monitoring and workflow as a clear escalat ion 
process of manage information and cybersecurity event/ incident of PTT digital services as well as PTT Digital Service Reques t 
Channel for resolving the customers’ IT Problems. The workflow is managed by PTT Digital who is the operator of GPSC major IT  
infrastructure. The process enables GPSC Group's employees can follow on suspicious activities through hotline or service desk.

In addition to escalation process from PTT digital, GPSC has the work instruction of both Operation Technology (OT) and Information 
Technology (IT) in place for all employees in the organization. The instructions encompass role, responsibility, and workflow between 
GPSC and PTT Digital team.

To Update
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Escalation process for employees to report incidents, 
vulnerabilities or suspicious activities (2/3)

Specifically, regarding the employee escalation process, 
G P S C  h a s  i m p l e m e n t e d  a n  i n t e r n a l  I n c i d e n t 
Management Procedure applicable organization-wide. 
This procedure is designed to establish a documented 
structure that defines the rules and standards for 
managing incidents effectively. It clarifies the roles and 
responsibilities of employees involved in incident 
response, promoting transparency and accountability 
throughout the process. The procedure outlines the 
methods and best practices to ensure incidents are 
addressed efficiently and in line with organizational 
policies. It also incorporates robust internal controls and 
approval  mechanisms throughout  the inc ident 
management cycle.

Incident management procedure as part of escalation 
process for employees 
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Escalation process for employees to report incidents, 
vulnerabilities or suspicious activities (3/3)

Example of Escalation process for employees to report 
incidents, vulnerabilities or suspicious activities

Additionally, the escalation process use the priority level table to identifies the relative importance of an Incident. 
Incident priority is based on the combined Impact and Urgency assignments, and is used to identify the required 
action times. Leading to action to be activated that complies with the stepwise instruction to guide employees in 
executing the process correctly. Overall, this procedure ensures that incident management efforts align with business 
objectives and serve the best interests of the organization.

Example of priority level table
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Information security awareness training
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Information security awareness training (1/4)

GPSC has organized training courses on information security and cybersecurity awareness, including compliance 
with the company's Information and Communication Technology Policy Standard Practice, covering areas such as 
computer and software usage, internet access, email communication, and computer virus protection. These trainings 
are provided to employees at all levels, including new hires, through online platforms such as e -Learning and 
orientation sessions. The objective is to raise awareness of cyber threats and ensure understanding of the policies 
and regulations governing the use of information technology systems, which all employees must strictly follow as 
part of their performance evaluation. In addition to the existing curriculum, the training has been enhanced with new 
modules covering emerging cybersecurity topics such as ransomware attacks, the rise of cybersecurity AI, potential 
cybersecurity incidents projected for 2030, AI-based predictive social engineering, zero trust architecture, the role and 
function of Computer Emergency Response Teams (CERT), and cybersecurity incident preparedness. These additions 
aim to equip employees with up-to-date knowledge and readiness to respond to evolving cyber threats.
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Information security awareness training (2/4)

Ransomware Attacks Rise of Cybersecurity AI Cybersecurity Thread AI-Based Predictive 
Social Engineering
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Information security awareness training (3/4)

Zero Trust to reduce 
incident

AI for Power Industry AI Energy Storage Computer Emergency 
Response Team (CERT)
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Information security awareness training (4/4)
Industrial 

Transformation through 
Digital Twin

Cloud Computing in 
Energy Industry

Cybersecurity 
Prevention

Ransomware Attacks 
Prevention
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